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Data-Providers

Suppliers
00 Manufacturers

Producers

All incoming data is subject
to audit, validation and
quality checks

Microservices (GoLang, Node)

applicatipn
layer

- media management

- off-chain storage

- identity management
- secure sharing

- third-party plug-ins

Provenance
Platform

blockchain
layer

Scan a tag to read
provenance (NFC, QR)

Data Out

&
- REST API
- Mobile Web Application (React)
- Integrated Website (React)
- Intelligent label (NFC/QR)

Node Operators

- manage copy of ledger
- issue certificates
- execute smart-contracts

- run cryptographic endorsements
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. 1. Version information
L] E . 2. Format information
]
|

3. Data and error correction keys

E 4.1. Position

4.2, Alignment

I
™ 4.3, Timing
[ ]

5. Quiet zone

Fig. 1 - QR Code structure
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Fig. 2 - QR Code versions
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NFC Label w/ Rolling Code

Wine Viewer

NFC Label w/ Rolling Code

Wine Viewer

Landing Page

Gift Certificate

Landing Page

Blockchain Authentication

Blockchain Authentication

Analytics Dashboard

Analytics Dashboard

Data Hosting + Maintenance

Tamper Feature

Data Hosting + Maintenance

Temperature Sensing Tag

R

NFC Label w/ Rolling Code

Wine Viewer

Landing Page

Blockchain Authentication

Analytics Dashboard

Tamper Feature

Temperature Sensing Tag

Data Hosting + Maintenance

Independent or 3rd party reports on Blockchain
Harvest
Origin

Certificate of Ownership

Production Method

Certificate of Ownership

Chain of Custody Reporting

Higher Level Media Engagement

Tailored API's, CRM Tools
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Microservices
REST APlIs

A 4

.js

Node application

Node - SDK ‘.'
‘% > ﬁ Blockchain
Local DB ° Channels
° Endorsement policies
Node ESB, MQHub java e  Ordering services
° Private ledgers
° Chancode
Asset Management | Encryption Keys Management
Participating Messaging services :
organization connectors Ul / UX Nodels, Java, Python Blockchain Network(s)
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Gem Lab . Secondary
Trader Cut & Polish Certification Trader Manufacturer ~ Chow TaiFook Customer Owner

Everledger Platform

Mine

KPC
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ENVIRONMENTAL STEWARDSHIP

WATER CONSERVATION

ENERGY EFFICIENCY
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Australian |
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Organic |

Sustainability Security + Authentication Engagement
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